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ABSTRACT: 



PROBLEM TO BE SOLVED: To prevent the secret of in-memory data from 
being 

illegally read by damaging or decomposing secret data that is held in 
memory of 

an IC card, i.e., the IC card, forecedly sucking internal data up 
with a ROM 

writer, etc., analyzing the internal data and decoding cipher of key 

value, 

etc . 



SOLUTION: When an IC card body 1 is damaged or disassexabled, a bus 
that 

connects a battery 3 0 and memory 10 which are in a disconnection 
state with a 

switch correspondence function that works with the opening of the 
body 1 is 

brought into contact, the bus is connected, or external light strikes 
and the 

resistivity of a device 70 which is connected to the bus that 
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battery 30 and the memory 10 in increased. With this, voltage is 
applied to an 

external terminal for erasing data of the memory, all or a part of 
data held in 

the memory 10 is erased and the privacy of in -memory data is 
protected. 
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JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1 This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2 **** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the data security method in memory which protects 

secrecy by eliminating the data in memory in an IC card. 

[0002] 

[Description of the Prior Art] As an approach of preventing unjust reading of the data in memory 
currently held within an IC card, conventionally Like a publication in a Japanese-Patent-Application-No. 
No. 178550 [ three to ] official report, build a store circuit in the interior and it sets from the exterior to 
the IC card which can be read. The address space of the memory in an IC card is divided into some 
segments. It has one key information in the interior of a card to each segment, it has a comparator for 
comparing the key information with the key information given from the exterior, and the method of an 
IC card with which all the key information corresponding to each segment carries out reading 
appearance only of the time of the right, and a result is confirmed is proposed. 
[0003] 

[Problem(s) to be Solved by the Invention] Although it enciphered and the secrecy of an in-house data is 
protected by the above-mentioned conventional data unjust reading defense method in memory in case 
data are read in an IC card, the secrecy of the data in memory can be unfairly read by secret data being 
held, destroying or disassembling an IC card into the memory in an IC card, sucking up an in-house data 
compulsorily by a ROM writer etc., analyzing an in-house data, and decoding codes, such as a key 
value. 
[0004] 

[Means for Solving the Problem] In order to access the memory data in a direct IC card by a ROM 
writer etc. according to this invention When the body of an IC card is destroyed or disassembled, the bus 
which connects memory with the cell which suited the open-circuit condition contacts and a bus 
connects by the switch equivalent function interlocked with opening of the body of an IC card Or when 
the light from the outside hits and the resistivity of the optical device connected to the bus which 
connects memory with a cell becomes high The secrecy of the data in memory can be protected by 
eliminating all or some of data which an electrical potential difference joins the external terminal for 
data elimination of memory, and is held within memory. 
[0005] 

[Embodiment of the Invention] Hereafter, the desirable example of this invention is explained. 
[0006] Drawing 1 expresses the part about invention of claim 1 among the circuit diagrams of an IC 
card. If a switch 20 is pushed, a contact 21 and a contact 22 will be connected through a switch 20, and 
memory 10 will be connected with a cell 30. 

[0007] Drawing 2 shows the condition of the switch section in case the body of an IC card is sealed. 
[0008] When the body of an IC card is sealed, a switch 20 cannot touch a contact 21 and a contact 22 
because of the stopper 50 connected to the body 1 . for this reason, memory 10 is connected with a cell 
30 not having -- data elimination — business ~ in order for an electrical potential difference not to join 
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[0009] Drawing 3 shows the condition of the switch section at the time of destroying or disassembling 
an IC card. 

[0010] When an IC card is destroyed or disassembled, for the repulsive force of a spring 60, a stopper 50 
is pushed, a contact 21 and a contact 22 are connected through a switch 20, and memory 10 is connected 
with a cell 30. For this reason, the electrical potential difference from a cell 30 joins the external 
terminal 1 1 for data elimination, and the data in memory are eliminated. 

[001 1] Drawing 4 expresses the part about invention of claim 2 among the circuit diagrams of an IC 
card. Memory 10 is connected with the cell 30 at the optical device 70 and juxtaposition to which 
resistivity "becomes^ ~~~~ ~ 



[0012] Since an external light does not shine upon the optical device 70 when the body 1 of an IC card is 
sealed, the resistance of the optical device 70 is low. data elimination of memory 10 by which parallel 
connection is carried out to the optical device 70 for this reason — business — in order only for an 
electrical potential difference smaller than the threshold for eliminating the data in memory to join the 
external terminal 1 1, the data in memory are held. 

[0013] When an IC card is destroyed or disassembled, as for the resistance of the optical device 70, an 
external light becomes large in the optical device 70. this sake — data elimination of memory 10 
business -- a bigger electrical potential difference than the threshold for eliminating the data in memory 
joins the external terminal 1 1, and the data in memory are eliminated. 

[0014] As mentioned above, in invention in claim 1 and claim 2, when a third party is going to read the 
data in memory of an IC card unfairly and an IC card is destroyed or disassembled, the secrecy of the 
data in memory can be protected by eliminating the data in memory. 
[0015] 

[Effect of the Invention] When the body of an IC card is destroyed or disassembled according to this 
invention, the bus which connects memory with the cell which suited the open-circuit condition contacts 
and a bus connects with the body of an IC card Or when the light from the outside hits and the resistivity 
of the device connected to the bus which connects memory with a cell becomes high All or some of data 
which an electrical potential difference joins the external terminal for data elimination of memory, and is 
held within memory can be eliminated, and the secrecy of the data in memory can be protected. 



[Translation done ] 
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